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PACAS 
PARTICIPATORY ARCHITECTURAL CHANGE MANAGEMENT IN ATM SYSTEMS 

 

This project has received funding from the SESAR Joint Undertaking under grant agreement No 699306 as part of the 
EuroǇŜŀƴ ¦ƴƛƻƴΩǎ IƻǊƛȊƻƴ нлнл ǊŜǎŜŀǊŎƘ ŀƴŘ ƛƴƴƻǾŀǘƛƻƴ ǇǊƻƎǊŀƳƳŜΦ 

 

 

Abstract  

PACAS is about dealing with change management in the ATM architecture through a gamified 
participatory design process that has domain stakeholders as main actors in taking strategic decisions 
to find a trade-off between economic, organizational, security, and safety concerns.  

The main objective of PACAS WP3 is to develop modelling concepts for capturing the strategic 
objectives of Air Traffic Management (ATM) stakeholders. These modelling concepts should serve as 
the visual and semantic specification of each stakeholder perspective named above. 

This deliverable presents the first modelling proof-of-concept, that is, the initial proposal of the 
PACAS modelling views representing the four stakeholder perspectives (security, safety, economic, 
organisational). This first proposal is the result of several internal iterations and interactions within 
the consortium, taking into account the results of the gap analysis in D3.1 including the feedback 
received by the advisory board members during the first PACAS validation workshop. The current 
proof-of-concept took its present shape also as a result of the feedback obtained by the project 
officers during the project meeting in Utrecht on the 25th of October 2016.    
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Executive summary 

PACAS develops and promotes the adoption of an innovative participatory change management 
process in complex socio-technical systems, such as Air Traffic Management (ATM) systems.  

This deliverable presents the first version of the PACAS modelling proof-of-concept, which is 
composed of: (i) the PACAS modelling approach, (ii) the modelling notations or languages for the four 
PACAS modelling perspectives, and (iii) the implemented platform.  

The PACAS modelling approach lays down the path to how the different perspectives will 
communicate and affect one another, while the different notations represent example modelling 
languages that will be the default for PACAS to analyse security, organizational, economic or safety 
aspects by each involved expert, respectively.   

The definition of the PACAS modelling concepts and the choice of the different modelling languages 
takes into account the requirements identified during the gap analysis and the interactions with the 
advisory board members, all presented in D3.1. We emphasize the links to the requirements 
identified in D3.1 in order to ensure traceability.  

The current version of the implemented platform consists of the online modelling environment that 
presents the chosen modelling languages, but has the feature of potentially accommodating multiple 
notations or languages for each aspect. This means that the environment is intended to be 
extendable so that it can support other modelling languages on top of the non-exhaustive list of the 
PACAS modelling views. This is an important feature of PACAS to support the extensibility of the 
PACAS proof-of-concept that adopts a general approach to developing tools that simplifies the 
creation of other tools that consider the analysis of more aspects in decision-making.   
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1. Introduction 

This deliverable has three objectives with respect to the development of the PACAS modelling proof-
of-concept: (i) to discuss on the need of a common shared PACAS modelling approach, (ii) to identify 
the different notations/languages for the four promised PACAS modelling views, and (iii) to present 
the first release of the implemented platform. 

1.1 PACAS Overview 

ATM systems are complex systems-of-systems that are managed via a layered architectural model, 
which includes operational, organisational, and technical layers to ease handling complexity. Due to 
strong interdependencies in an ATM system, any change introduced in any of these layers might 
trigger changes both within the same layer and in the other layers. Understanding all possible 
consequences of a design decision in ATM systems is a challenge due to the complexity of these 
systems and the existence of tight interdependencies within the ATM architecture. A careful 
consideration of possible changes together with their implications on the entire ATM system is 
crucial to support decision-making, while making sure that the ATM system does not suffer from any 
issues with respect to functionality, safety, security, performance, cost efficiency, or other desired 
characteristics of a well-functioning ATM system. 

 

Figure 1: Multi -view multi-objective gamified participatory design process for ATM architectural change management 

PACAS is about supporting change management in ATM systems from an architectural point of view, 
relying on the end-to-end inclusion of ATM domain stakeholders through gamification. The project 
constructs a platform that facilitates understanding, modelling and analysis of changes in the ATM 
system at different layers of abstraction. The approach to finding optimal solutions is based on a 
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novel participatory design process to handle change management. The process relies on the 
provision of multiple views (to accommodate the expertise of the various domain stakeholders), as 
well as the representation and analysis of multiple objectives, namely those related to economical, 
organizational, security, and safety concerns (Figure 1). 

1.2 Relationship with other deliverables  

Whereas this deliverable is part of a work package (WP3) concerned with what models should 
represent visually and semantically, its contents should be seen in relation with WP2 which 
investigates how these models are created, and by whom. This document hence relates closely to the 
PACAS deliverable D2.1 Gap analysis of existing work in large-scale systems design and the first 
PACAS platform release in D2.2. The definition of the proof-of-concept takes in input the 
requirements defined in D3.1 Gap analysis of existing modelling methodologies for the ATM domain 
and requirements elicitation. In addition, D5.1 Concept, Scenarios and Validation Plan is of relevance 
for more background and illustration of the PACAS notation. Finally, the different PACAS perspectives 
(and their corresponding views) will take advantage of the reasoning techniques identified in D4.1 
Gap analysis of existing reasoning techniques and requirements for the ATM participatory 
architectural design to understand the impacts changes in one perspective have on the others.  

We refer and relate to the requirements identified for the PACAS Platform in D2.1 and D3.1 as 
relevant to WP3. Specifically, we use the following convention: R2.x refers to requirements in D2.1, 
while R3.x refers to requirements in D3.1, where x is the requirement identification number stated in 
D2.1 and D3.1 respectively. In particular, the deliverable makes progress on the following 
requirements: 

Table 1: Progress made in this deliverable with respect to relevant requirements. 

ID & Title Progress in D3.2 

R2.2. The PACAS modelling languages 
shall comply with standards and 
terminology.  

Highlights from modelled input shall be related to SESAR 
qualities to be considered solutions for the change issue, 
see Section 2.1. 

R3.1. The PACAS modelling approach 
shall support multiple views. 

Four modelling views are described with detail in Section 3 
and implemented by the platform in Section 4. 

R3.2. The PACAS modelling approach 
shall support analysis of models using 
different languages. 

The analyses are enabled through building formal 
relationships in two layers, see Section 2.1. 

R3.4. The PACAS modelling approach 
shall integrate models on a common level 
of abstraction. 

A shared model is proposed in Section 2.1 to facilitate the 
integration of models between actors. 

R3.6. The PACAS modelling approach 
shall assist users in discovering changes 

Traceability for editing models is achieved through the 
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to the model made by others. modelling platform, described in Section 4. 

R3.9. The PACAS modelling approach 
shall integrate environmental factors 
external to stakeholder views. 

This is enabled through establishing relationships between 
all inputs in the shared model, see Section 2.1. 

R3.10. The PACAS modelling approach 
shall support known concepts and 
modelling languages from the ATM 
domain. 

Fault tree analysis (FTA), STS-ml, BSC and BIM are initially 
supported as modelling languages, see Section 3. 

R3.11. The PACAS modelling approach 
shall allow analysis of alternative 
outcomes of a change. 

Models are decoupled from the decision layer so that 
several models can be proposed as alternative solutions, 
see principles in Section 2.2.  

R3.14. The PACAS modelling approach 
shall allow technical concepts to be input. 

This is achieved through the language agnostic way to 
integrate models with building a shared model for changes, 
see Section 2.2. 

R3.15. The PACAS modelling approach 
shall facilitate a common understanding 
of models. 

Meta information for all models will be supported in the 
shared model layer, see Section 2.2. 

 

1.3 Structure of this document  

This document is structured as follows: 

Section 2 presents the PACAS modelling approach, where we show the common model used to 
facilitate modelling and collaboration between different experts involved in PACAS.  

Section 3 presents different notations (languages) to represent the perspectives of the different 
domain experts, namely the economic and organizational perspectives, the security and safety 
perspectives.  

Section 4 shows the first release of the modelling proof-of-concept, where the four PACAS views are 
implemented and an initial set of modelling notations for each is supported.  

Finally, Section 5 concludes the deliverable by providing a discussion on the modelling proof-of-
concept and making some remarks on the next steps.  
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2 The PACAS modelling approach 

This chapter presents the PACAS modelling approach, which consists of two parts: the shared model 

(Section 2.1) and the specific views supporting the modelling of the four PACAS perspectives (Section 

2.2 defines the principles, while Section 3 provides details for each view).  

2.1 The shared model 

An essential need of PACAS is to enable collaboration between experts who each need to express 
their input on a change issue. This needs to be done in a way that is familiar to each of them, using a 
language which allows them to express their perspective on the change issue. In D3.1 we have 
defined several requirements to deal with this challenge, which we consider in Section 2.1.1 to 
design the shared model. The meta-model that represents the concept types in the shared model is 
presented and described in Section 2.1.2, while we illustrate the shared model on an example in 
Section 2.1.3. 

2.1.1 Requirements and design of the shared model 

A fundamental idea and requirement is for the PACAS modelling approach to support multiple views 
of the model (R3.1), including views for security, safety, organisational and economical aspects. This 
is achieved through graphical modelling languages which are described in Section 3 below.  R3.2, on 
the other hand, requires support for analysis of all aspects of a change, even if the modelled input is 
done using different modelling languages. This includes also environmental factors external to the 
expertǎΩ domains (R3.9), as well as technical concepts (R3.14). In order to allow such integration to 
happen, and further to facilitate a common understanding of models (R3.15), R3.4 was decided on to 
put in place a common level of abstraction. This common level of abstraction is the shared model we 
describe in this section. 

There are two main approaches to building a shared model, based on compatible relationships 
between aspects represented in the individual views. There are opportunities and challenges related 
to both approaches. However, in PACAS, we don't have to choose one over the other ς we rather 
follow a path to combine the best of both: 

1. On a level above the modelled views, adding meta-information about the models on a level 
of abstraction which can be comprehended by all stakeholders, regardless of expertise. 
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2. On a level below the modelled concepts, i.e., connecting modelled concepts in a common 
meta-model, both with respect to general language elements as well as knowledge entities in 
the problem domain. 

On the one hand, since our change process is participatory, we naturally want stakeholders to 
participate ς and the gamification aspects will help driving such participation. However, we cannot 
simply add gamification mechanisms without any underlying meaning. Instead, we can harness 
people's effort spent in building interrelationships in a shared model above the views, as a vehicle for 
gamification ς and vice versa. This part of the process is what should indeed make the process 
participatory. Hence, when participants collaborate in creating a shared model above the individual 
views, the gamified approach makes this a rewarding effort rather than feeling like additional work. 

On the other hand, modelled concepts related to a change are somehow interrelated to each other, 
regardless of which stakeholder view they are modelled in. This happens because a model should 
reflect either an as-is situation, or a possible to-be situation, and the individual views only serve to 
deal with different ς specialised ς perspectives on the same situation.  

2.1.2 Meta-model of the shared model 

The meta-model shown in Figure 2 relates the most important concepts that characterize the shared 
model for ATM participatory change management in the PACAS project. The central idea is that 
discussion takes place around change issues, which should be investigated in order to identify 
effective solutions. While doing so, we introduce auxiliary concepts that are elaborated in the 
following paragraphs. 
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Figure 2: Meta-model for change management 

Aspect: a particular quality of a thing as a whole (in PACAS, the thing is the ATM system). Four 
aspects that PACAS focuses on are security, safety, business, and organization. Aspects can be 
refined into other aspects through aspectRefinement relationship, which creates a hierarchy among 
aspects. For instance, security could be broken down into the CIA triad: confidentiality, integrity, and 
availability.  

Domain property: a quality that partitions the studied domain into sub-domains based on its value. 
For example, consider the domain of the European air space: a domain property could be country, 
which can be used to define multiple sub-domains: the air spaces of Italy, Norway, the Netherlands, 
etc.  A domain property can also be refined into other domain propertieǎΣ ǎǳŎƘ ŀǎ ŎƻƴǘƛƴŜƴǘ   Ҧ 
ǊŜƎƛƻƴ   Ҧ ŎƻǳƴǘǊȅ Ǿƛŀ ǘƘŜ domainPropertyRefinement relationship.    

Change Issue, decision point, quality: A change issue is the topic of discussion of the participatory 
change management process. The change issue focuses on one or more aspects such as safety and 
security. Similarly, the scope of a change issue is set by the domain properties it has, such as the 
Benelux region.  Change issues are discussed to improve upon the current (as-is) situation. The areas 
of improvement are identified as qualities. A quality can be a quantified goal such as tripling the air 
space capacity or a qualitative soft goal such as improving the security of the communication 
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channels. The improvements are introduced by changing the as-is situation with the to-be solutions 
at the decision points. A decision point is a concrete issue for which a solution must be devised. For 
ŜȄŀƳǇƭŜΣ άǘƘŜ ƴǳƳōŜǊ ƻŦ ŀƛǊ ǘǊŀŦŦƛŎ ŎƻƴǘǊƻƭƭŜǊǎ ǇŜǊ ŦƭƛƎƘǘέ ƛǎ ŀ ŎƻƴŎǊŜǘŜ ƛǎǎǳŜ ǳǇƻƴ ǿƘƛŎƘ ǘƘŜ 
stakeholders must take a decision. Each of these three concepts (change issue, decision point, 
quality) is illustrated on an example later in Section 2.1.3. 

Solution: it addresses one or more decision points with an impact on the qualities. The AS-IS solution 
represents the current state of a decision point whereas a TO-BE solution is devised and evaluated by 
the stakeholders as part of the participatory change management process in order to improve 
qualities, i.e., it is expected to have a positive impact. Typically, the participants in the decision-
making process will consider multiple TO-BE solutions and choose the best one (with respect to 
optimizing the qualities that are considered). 

Stakeholder: each participant of the change management process is captured as a stakeholder. A 
stakeholder can be a specific person, a group of people, or an institution. As the meta-model shows, 
stakeholders play an important role by expressing the impact of a given solution on a certain quality. 
CƻǊ ŜȄŀƳǇƭŜΣ ƻƴŜ ǎǘŀƪŜƘƻƭŘŜǊ Ƴŀȅ ŦƛƴŘ ŀ ƎƛǾŜƴ ǎƻƭǳǘƛƻƴ ǳǎŜŦǳƭ ŦƻǊ ǘƘŜ ǉǳŀƭƛǘȅ ά¢ǊƛǇƭƛƴƎ ŀƛǊǎǇŀŎŜ 
ŎŀǇŀŎƛǘȅέΣ ǿƘƛƭŜ ŀƴƻther stakeholder may find the very same solution to have a negative impact on 
the same quality. 

2.1.3 Illustration on an example 

We illustrate the shared model with an excerpt from the PACAS scenario that is fully described in 
Deliverable 5.1.   

Change Issue: The change issue discussed in the scenario is the introduction of sectorless air traffic 
management in Europe. Among many others, the change issue concerns the security, safety, 
economic, and organizational aspects.   

Quality: Any change introduced to the ATM system would have an impact on the existing system.  
During the decision making process, the participating stakeholders focus on certain qualities, and 
discuss the impact of the proposed solutions on these specific qualities. For this illustrative example, 
ǉǳŀƭƛǘƛŜǎ ǊŜƭŀǘŜŘ ǘƻ ǘƘŜ ŎƘŀƴƎŜ ƛǎǎǳŜ ŀǊŜ άtriple capacityέΣ άavoid handoversέΣ άincrease safety 
factorέΣ άincrease security factorέΣ άreduce flight costsέΣ ŀƴŘ άreduce environmental impactέΦ  ¢ƘŜ 
stakeholder who initiates the change issue decides which aspects are related to what qualities. For 
ŜȄŀƳǇƭŜΣ άreduce environmental impactέ Ƙŀǎ economic and organizational aspects. ά!ǾƻƛŘ 
handoversέΣ ƻƴ ǘƘŜ ƻǘƘŜǊ ƘŀƴŘΣ spans all four aspects. Table 2 summarizes how qualities are related 
to aspects, where a checkmark represents a relation between a quality and an aspect.  
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Table 2: An example table of qualities and aspects. 

 Safety Security Economic Organization 

Triple capacity V V V V 

Avoid handovers V V V V 

Increase safety V    

Increase security  V   

Reduce flight costs   V V 

Reduce environmental impact   V V 

 

Decision Point: Change issues are very broad and they shall be refined in order to be effectively 
approached by the participants in the decision-making process. These more granular and concrete 
parts of change issues are called decision points. In the PACAS scenario, the stakeholders focus on 
four decision points for the introduction of the sectorless air traffic management, which are:  

¶ Scale: should sectorless be deployed throughout Europe or only in selected regions? 

¶ Adequate flight phase: take-off, landing, descent, etc. 

¶ Flight level: any flight level, FL 380 and above, etc. 

¶ Number of flight per air traffic controller. 

For each of these decision points, actionable solutions are proposed and discussed during the change 
management process.  

Table 3: Example representation of a decision point, quality, and solutions. 

  Quality: Increase Safety 

Decision Point Solution Positive Neutral Negative 

F
lig

h
t 

le
ve

l 

380 and above V   

360 to 380   V 

Below 360   V 

 

Solution: A solution is an actionable decision for at least one decision point.  Each solution may have 
a positive, negative or neutral impact on qualities.  The impacts of the solutions on qualities are 
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analysed, discussed, and decided by the stakeholders participating to the decision making process.  
The details of the decision making process will be provided in D2.3. Table 3 of the solutions for the 
decision Ǉƻƛƴǘ άflight levelέΣ ŀƴŘ ǘƘŜƛǊ ƛƳǇŀŎǘǎ ƻƴ ǘƘŜ ǉǳŀƭƛǘȅ άincrease safetyέΣ captures the 
ǊŜǇǊŜǎŜƴǘŀǘƛƻƴ ƻŦ ǘƘŜ ǎƻƭǳǘƛƻƴǎ ŦƻǊ ǘƘŜ ŘŜŎƛǎƛƻƴ Ǉƻƛƴǘ άflight levelέΣ ŀƴŘ ǘƘŜƛǊ ƛƳǇŀŎǘǎ ƻƴ ǘƘŜ ǉǳŀƭƛǘȅ 
άincrease safetyέΦ  

Stakeholder: The stakeholders who participate in the change management process make their 
contributions throughout the process for the selection of decision points and the qualities. They also 
propose solutions and analyse and discuss solutions proposed by the others. Stakeholders may 
represent their institution, may participate as an expert for any of the four aspects, or as a 
representative of a region or a country.  

Change management is an incremental and iterative process where the solution proposals are 
analysed, reviewed, and improved along the process. We envision a process that encourages 
creativity with a diamond model. In this model, the first step is the divergence step, during which the 
players freely propose solutions. During the second step, which is the convergence step, the players 
focus on evaluating the proposal and reaching an agreement for the solution to be implemented. The 
decision making process will be supported by the automated reasoning techniques applied to the 
individual perspectives, as well as inter-view reasoning to identify missing concepts and relations, 
multi-objective optimization, and reasoning techniques to identify semantic similarity among the 
perspectives and between the perspectives and the reference ATM models (D4.1 lays the ground for 
these analysis techniques). The details of the change management process will be presented in D2.3 
and the specific reasoning techniques will be identified and explained in D4.2.   

2.2 The specific views: principles  

The PACAS envisioned solution to using a shared common model to facilitate the interaction of 
several stakeholders with different expertise in making a long-term decision, is intended to be a 
general one. That is, different modelling notations could be supported and integrated, not only to 
foster the adoption of PACAS but also to have an extensible approach. Our provided solution is 
intended to be at the conceptual level, to lay down the path for the development of extensions also 
from a technical point of view.  

However, even at the conceptual level, there are some challenges we need to face to provide 
adequate guidelines and principles: 

- There are different views and different languages to accommodate the various areas of 
expertise involved (R3.1 and R3.2, see Table 1). It is therefore important to establish at which 
level of abstraction these different actors are communicating and interacting (R3.4).  

- Since the PACAS modelling approach should support distributed modelling (as per R3.5), it is 
important to ensure consistency among the different versions of the same model and among 
different views. This is important to comply with R3.6 too.  

- The candidate languages should support the representation of change issues and an analysis 
of alternative decision points (R3.11), to be in line with the PACAS approach.  

- The results of gap analysis in D3.1, have emphasised the fact that not all areas of expertise 
necessarily make use of diagrammatic models to analyse a proposed changed. Therefore, it is 
important to explore the use of tabular representations or other notations as opposed to the 
use of a graphical model. Given the different notations, it is important to facilitate a common 
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understanding and interpretation of models (R3.15), for which the shared model lays the 
ground.  

  



EDITION 00.01.00 

  

18 
 

©2016 University of Trento, Deep Blue, SINTEF, Utrecht University. All rights 
reserved. Licensed to the SESAR Joint Undertaking under conditions.  

 

 

 

3 PACAS modelling perspectives 

PACAS considers of particular importance the active participation of stakeholder experts to include in 
the modelling process. Each expert analyses a change issue from her perspective, and therefore in 
PACAS we support a multi-view modelling approach. This section presents the modelling concepts of 
relevance to each of these perspectives, showing their application within the ATM domain with the 
help of the PACAS scenario.  

Note that differently from the security and safety perspectives, economic and organisational 

perspectives are highly interconnected in terms of the expertise needed and the expert roles dealing 

with these aspects. Nevertheless, in our proof-of-concept these aspects are represented and 

analysed in distinct views.  

In the following, we describe the languages selected for each perspective, while illustrating their 

concepts and providing excerpt models for the PACAS scenario1, where the current details allow it.  

3.1 Safety 

The analysis in D3.1 Section 2.3.2 and the results from the first validation workshop in Rome 
concluded that fault tree analysis (FTA) is the best representative example to support as a 
native/default language in the PACAS modelling proof-of-concept for the safety perspective. This is in 
line with requirement WP3R10 (see Table 1).  

Fault tree analysis is defined as a highly recommended technique according to EN 50129 and be used 
as part of the argumentation for effects of faults aspect of technical safety and as such contributes to 
the safety reasoning. The analysis has been described in detail in D3.1 Section 2.3.2. Here we limit 
ourselves to the modelling elements used for the creation of a fault tree.  

The creation of a fault tree starts with the definition of an undesired event, which is resolved into its 
immediate causes. This resolution of events continues until basic causes are identified  

A logical diagram called a fault tree is constructed showing the logical event relationships.  

FTA is a useful tool in assessing a proposed design change for its reliability or safety. Figure 3 shows 
an excerpt of the fault tree for the PACAS scenario, in which the different levels of unification are 
analysed, namely sector unification at 380 and above, from 360 to 380, and below 360. The safety 

                                                           

 

1
 The complete description of the current version of the PACAS scenario can be found in D5.1. 
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analysis shows that the first option is the safest, when the aircraft is on cruise and flights are 
transiting say Germany only. In the second case many bypass and separation manoeuvres take place, 
and finally in the third case (below 360) a huge variety of vertical manoeuvers make the airspace very 
complex to predict, and thus may lead to an increased number of collisions.  

 

Figure 3: An excerpt of the safety model for the PACAS scenario 

Given that FTA is one of the notations widely used in ATM and already approved by the AB members, 
we do not envisage any changes or customizations to take place for this technique used in the safety 
perspective.  

3.2 Security 

Our analysis in D2.1 has categorized ATM systems as complex socio-technical systems. Therefore,  
from the various security modelling approaches discussed in D3.1, Section 2.3.2., we have chosen the 
STS security method [1], and in particular STS-ml as the default modelling language for the security 
perspective. STS captures the very socio-technical nature of ATM systems, and most importantly, it 
allows capturing interdependencies between the various involved parties and subsystems, while 
considering security issues over interactions.  

Specifically, STS [1] is a tool-supported security requirements engineering method for designing 
socio-technical systems. The method is model-based. Models are created using the Socio-Technical 
Security modelling language (STS-ml) and the STS-Tool2, which allows the construction of models by 

                                                           

 

2
 http://www.sts-tool.eu/  

http://www.sts-tool.eu/
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iteratively building three views (social, information, and authorization), each focusing on different 
aspects of the system at hand. Figure 4 - Figure 6 show an example STS-ml model of a travel agency 
service, which we use for illustrative purposes3.  

The social view (see Figure 4) represents actors as intentional and social entities. Actors are 
intentional as they aim to attain their goals, and they are social, for they interact with others by 
delegating goals and exchanging documents. STS-ml supports two types of actors: agents ς to 
represent concrete participants (e.g., Bob), and roles ς referring to abstract actors (e.g., Tourist), 
used when the actual participant is unknown. Actors may possess documents, they may read, 
modify, or produce documents while achieving their goals. For instance, Tourist wants to have a Trip 
planned, for which it needs to both have Tickets booked and Hotel booked. To confirm the latter, it 
needs to read the document ID Doc Copy. Security requirements are specified over interactions, 
namely goal delegations and document transmissions. For example, Tourist delegates goal Tickets 
booked to the travel agency service (TAS) and requires non-repudiation of the delegation (see open 
padlock sign next to the delegated goal and the label Non_Rep below the goal in Figure 4). Similarly, 
the Tourist transmits the document Traveling Order to TAS, but has specified no security 
requirements on this document transmission (no padlock sign appears).  

 

Figure 4: Multi -view modelling with STS ς the social view 

In order to understand what is the informational content of the documents manipulated in the social 
view, we move to the information view (see Figure 5), which allows specifying information ownership 
(via owns relationships among actors and information) and gives a structured representation of 
actors' information and documents (through part-of relationship) and how they are interconnected 

                                                           

 

3
 We do not provide an STS-ml model of the PACAS scenario as the current description does not provide details 

on the security perspective.  
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(through TangibleBy relationship). Information can be represented by one or more documents, and 
on the other hand one or more information entities can be part of the same document. For instance, 
Tourist owns information personal data and itinerary. Information personal data and is made 
tangible by document flight tickets. Information itinerary contains information destination and 
schedule, since these information entities are part of information itinerary. The latter is made 
tangible by document Travelling Order which contains document ID Doc Copy.  

 

Figure 5: Multi -view modelling with STS ς the information view 

Finally, the authorization view (see Figure 6) shows the authorizations actors grant to others over 
information, specifying which operations they are allowed (prohibited) to do, for which goals (scope), 
and whether authorization can be further transferred or not. For instance, Tourist authorizes TAS to 
read (R shown with the check sign), but prohibits production and transmission (P and T shown with 
cross sign) information personal data and itinerary in the scope of the goal flight ticket booked 
granting a transferable authorization (authorization's arrow line is continuous). The authorization 
does neither grant nor prohibit the right to modify the said information. Should no actor transfer any 
rights on this operation for the said information to TAS, then the latter does not have the right to 
modify them. The specification of prohibitions results in security requirements, such as non-
production or non-disclosure (both linked to the security principle of confidentiality). The reader may 
refer to [1] for an exhaustive list of security requirements supported by STS.  

 

Figure 6: Multi -view modelling with STS ς the authorization view 
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The STS method is powerful and expressive in capturing security requirements for socio-technical 
systems. Nevertheless, its core concepts and relationships, as well as the multi-view approach to 
modelling may hinder its adoption. Therefore, we consider customizing and simplifying STS to serve 
at best the PACAS project. As such, we consider the explicit representation of security goals to 
represent alternatives. Moreover, we envisage the addition of influence links to understand the 
implications and repercussions of a security alternative (decision point related to security) over the 
analysed change, in order to understand which alternative maintains or improves security. This is a 
crucial change for impact propagation and analysis in the development of the reasoning techniques.  

3.3 Economic and organizational modelling  

In general terms, Organization Theory defines organizations as entities composed by several 
individuals with a common goal, achieved by performing processes and employing resources 
(economic and financial). For instance, people work together to produce and distribute goods and 
services. 

An organization defines its own strategy and plan all the activities and processes that are needed to 
pursue the goals. These latter by be achieved by means of two different strategies: one is cost 
reduction and the other is differentiations by innovation [2]. Whatever the strategy is, the 
organization has to find an economic sustainability, namely the business should be profitable in the 
medium and long term balancing the cost of consumption and the creation of value. In order to 
measure and understand profitability organizational and economic views should be taken into close 
consideration.  

The economic view is focused on the economic/financial measurement of the organizational 
functioning. This view provides information about a set of elements such as costs and revenues, 
financial flows, and investments. In general terms, this information is represented by means of 
accounting instruments (such as bookkeeping, annual report, economic/financial report, KPIs). As a 
matter of fact, accounting figures and tools are normally used to measure and evaluate the 
financial/economic performance of an organization, playing an important role in decision making. 

The organizational view is intended to capture and model the main elements of an organizational 
environment and their interconnections, including among others strategy, processes, roles, goals, 
etc. Modelling the organizational view helps designers to understand strategies and their impacts on 
processes, plan changes on activities and take decisions about a change in the infrastructure.  

Both economic and organizational views are very much intertwined, even if the way they are 
managed and modelled is quite different. Indeed, while the first focuses on the functioning activities 
carried on in the organization, the second measure them.  

3.3.1 Economic modelling 

The building blocks of economic modelling are economic/financial elements coming mainly from 
accounting studies. The two most important tools used to measure all the activities in an 
organization are: the balance sheet and the financial statements (Table 4). 

In literature there is a huge number of concepts and tools that can be used to measure activities in 
companies, so in order to reduce complexity, we decided to focus on the balance sheet and the 
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financial statements and integrate the latter with few other important elements: the concept of goal, 
KPI, target and budget (see definitions below). From our expertise in the field, these are the most 
used in economic perspectives. Thus, the list of the main economic concepts comprises: 

¶ Cost: An amount of money that has to be paid or spent to obtain or to create something 

¶ Revenue: Income that an actor  

¶ Goal: economic/financial/operative objective to be achieved 

¶ KPI: set of quantifiable measures that a company uses to gauge its performance over time. 

¶ Target: projected level of a financial/economic measure (KPI) stated by a decision maker 
(managers) 

¶ Budget: estimation of the revenue and expenses over a specified future period of time and is 
compiled and re-evaluated on a periodic basis 

 Table 4 shows an example of a financial statement for the PACAS scenario in terms of 
expenses and revenues (incomes) of a fictitious airline company.   

    Table 4: Economic model for the PACAS scenario 

 

 

We do not introduce a graphical modelling language for the economic perspective, given the nature 

of the elements being analysed. As such, we keep the tabular representation of income statements 

and envisage linking this perspective to KPIs. 

As mentioned above, the economic view is strongly connected with the organizational one, therefore 
we cannot model the two views disjointedly. We need to introduce a tool that enable the 
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interconnection between the economic and the organizational views. One of the most known tools 
adopted on this purpose is the Balance Scorecard. As described in D3.1 Balanced Scorecard (Figure 7) 
helps decision makers to specify and describe a strategy, plan actions and processes, and measure 
them. The BSC is made of four perspectives that cope with different aspects of an organization (for 
more detail see D3.1). These are: 

¶ Financial: Perspective that focuses on financial measures 

¶ Customer: Perspective that focuses on measuring the success with customers 

¶ Internal: Perspective that focuses on evaluating efficiency and efficacy of the processes 

¶ Learning: Perspective that focuses on measuring the capacity to innovate and learn 

 

Figure 7: Building the economic and organizational views ς the Balanced Scorecard 

Since the BSC is composed by four perspectives we can, on one side consider the learning, internal 
and costumer perspectives as dimensions linked to the organization view. On the other side, the 
financial perspective is strongly related to the economic view. In this way, the BSC could be 
considered as a boundary object between the economic and the organizational views.  

3.3.2 Organizational modelling 

Modelling the organization and its environment is a complex task. Since the industrial revolution, 
organization studies provide very useful insights and tools and theoretical frameworks on the life of 
companies and their functioning. Important studies have been conducted on the impact of strategies 
on processes and human choices, the impact of strategies on the market (that often is called 
organizational environment), the motivations of humans at work, decision processes and information 
asymmetries in organizational environment, etc. [3]. On the basis of the literature review on 
organizational studies, the modelling languages reviewed in D3.1 (in particular BIM, see Section 
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3.3.2.1 below), and the input received from the AB members (see D5.1), we have come up with a list 
of concepts which should be considered the building blocks of the organizational view. 

¶ Goal: ¢ƘŜ ƻōƧŜŎǘ ƻŦ ŀ ǇŜǊǎƻƴΩǎκƻǊƎŀƴƛȊŀǘƛƻƴϥǎ ŀƛƳ ƻǊ ŜŦŦƻǊǘ 

¶ KPI: A quantifiable measure used to evaluate the success of an organization, process, 
employee, etc. in meeting objectives for performance (in a wide sense) 

¶ Strategy: A plan of action designed to achieve a long-term or overall goal/aim 

¶ Policy: A system of principles adopted by agents to guide decisions and achieve goals 

¶ Criteria: Principles or standards by which something may be judged or decided 

¶ Competence: Intrinsic ability to perform effectively 

¶ Motivation: Actor's internal and external factors that stimulate desire to be interested and 
committed to a goal or to make an effort to attain a goal. 

¶ Strengths: (internal factor) Internal factors that are within the control of the agent and that 
give some type of advantage 

¶ Weaknesses: (internal factor) Internal factƻǊǎ ǘƘŀǘ ŀǊŜ ǿƛǘƘƛƴ ǘƘŜ ŀƎŜƴǘΩǎ ŎƻƴǘǊƻƭ ǘƘŀǘ ƳƛƎƘǘ 
prevent an organization from reaching some goal 

¶ Opportunities: (external factor) Elements that are in the environment and may potentially be 
successfully exploited 

¶ Threats: (external factor) Elements that are in the environment and may potentially 
represent a risk for it 

As said, most of these concepts might be represented through a modelling language, such as BIM [4]. 
While many modelling languages are available (see D3.1), BIM has been chosen as the adequate 
modelling language because it allows representing a business in terms of objectives, action plans, 
initiatives, processes, risks and metrics. Typically, business users want to make strategic or 
operational decisions and then be able to measure how their action plans perform against the 
objectives, optimize resource allocation, and manage business risks. Moreover, they want to ask 
questions at the business level in order to support strategic decision-making. BIM was indeed created 
to support decision making through business modelling and analysis. BIM development is based on 
concepts from Strategy Maps [6], dynamic SWOT Analysis [7], Business Motivation Model [8], and 
goal models [9], all approaches considered in D3.1. BIM aims to select a consolidated set of core 
concepts useful in strategic decision making (concepts used by managers), while clearly defining 
them. 

3.3.2.1 An overview of BIM 

BIM supports primitive concepts such as goal, actor, situation and indicator, and it allows the 
creation of composite concepts via concept-forming operations.  

Building on SWOT analysis, BIM takes into account Situations (representing SWOT factors) which may 
affect business objectives. BIM schemas are drawn from the point of view of a particular 
organization, as such situations are internal or external to the considered organization. We say that 
situations occur. For instance, strong economic growth is an external situation, while state-of-the-art 
transaction systems is an internal one, see Figure 7. Referring to SWOT factors, the first situation 
represents an opportunity for the given organization, while the second a strength.  
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Figure 7: BIM situations and goals ς examples 

Goals, on the other hand, are intentional situations that are desired by the (viewpoint) organization. 
Goals in BIM have a Pursuit attribute, indicating whether they are actively being pursued, see Figure 
7. For instance, have a worldwide presence and stay competitive are examples of goals.  

Tasks are processes or sets of actions. We collect evidence for/against the execution of tasks. For 
instance, collect interest and credit card transaction are examples of tasks in BIM, see Figure 8.  

 

Figure 8: BIM tasks, indicators, entities ς examples 

Indicators link schema elements to data sources. International conversion costs and yearly sales are 
examples of indicators, see Figure 8. They are used to evaluate a situation and measure a task. We 
collect strong/weak evidence for or against the performance of indicators, associating target and 
threshold values to an indicator. For instance, sales volume evaluates the goal to increase sales 
volume, and measures increase sales, see Figure 9.  

 

Figure 9: BIM goals, tasks, indicators ς examples 

BIM can represent evidence for/against the existence of individual entities: 

¶ ά9ǾƛŘŜƴŎŜ ŦƻǊΧΚέ ƛǎ ŀƴǎǿŜǊŜŘ ŘŜǇŜƴŘƛƴƎ ƻƴ ǘƘŜ ǎǇŜŎƛŦƛŎ ǘȅǇŜ ƻŦ ǘƘƛƴƎΥ  
o satisfaction of goals, occurrence of situations, performance of indicators, execution of 

tasks, and existence of entities.  

¶ Use a qualitative evidence scale similar to the satisfaction/denial scale used in goal models 
o strong/weak evidence for/against a thing, SF, WF, WA, and SA. 

The influences relationship is used to represent the transmission of (un)favourable effects on 
situations. From goal modelling, there are four kinds of influences links:  

Å ++/+ (make/help) link represents strong/partial positive effect on evidence 
Å --/ - (break/hurt) link represents strong/partial negative effect 
























