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Abstract

PACAS is about dealing with change management in the ATM architecture through a gamified
participatory design process that has domain stakeholders as main actors in taking strategic decisions
to find a tradeoff between economic, organizational, securiyd safety concerns.

The main objective of PACAS WP3 is to develop modelling concepts for capturing the strategic
objectives of Air Traffic Management (ATM) stakeholders. These modelling concepts should serve as
the visual and semantic specification otbastakeholder perspective named above.

This deliverable presentdhe first modelling proobf-concept, that is, the initial proposal of the
PACAS modelling views representing the four stakeholder perspectives (security, safety, economic,
organisational)This first proposal is the result of several internal iterations and interactions within
the consortium, taking into account the results of the gap analysis in D3.1 including the feedback
received by the advisory board members during the first PACAS tiatidaorkshop Thecurrent
proof-of-concept took its present shape also as a result of the feedback obtained by the project
officers during theprojectmeeting in Utrecht on the 250f October2016
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Executive summary

PACAS develops and promotes the adoption of an innovative participatory change management
process in complex soctechnical systems, such as Air Traffic Management (ATM) systems.

This deliverablepresents thefirst version of the PACAS modelling prodconcept, which is
composed af (i) the PACAS modelling approach, (ii) thedellingnotationsor languages for the four
PACAS modelling perspectives, and (iii)inglemented platform

The PACAS modelling approach lays down the path to how the differergpectives will
communicate and affect one another, while the different notatioepresent example modelling
languages that will be the defauibor PACA$0 analysesecurity, organizational, economic or safety
aspects byach involved expertespectiely.

The definition of the PACAS modelling concegtd the choice of the different modelling languages
takes into account the requirements identified during the gap analysis and the interactions with the
advisory board members, all presented in D3.1. Wmeaphasize the linkg¢o the requirements
identified in D3.1in orderto ensure traceability.

Thecurrent version of themplemented platformconsists of the online modelling environment that
presents the chosemodelling languagesut has the feature gbotentially accommodating multiple
notations or languages for each aspedtis means thathe environment isintended to be
extendableso that it cansupport other modelling languages on top of the rexhaustive list of the
PACAS modelling viewsbhis isan important feature of PACAS to support the extensibility of the
PACASroof-of-concept that adopts a general approach to developing tools that simplifies the
creation of other toolghat consider the analysis of more aspects in decisi@king
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1. Introduction

This deliverable has three objectives with respect to the development of the PACAS modelling proof
of-concept:(i) to discuss on the need of a common shared PACAS modelling approach, (ii) to identify
the different notations/languages for the four @gmised PACAS modelling views, and (iii) to present
the first release of thémplemented platform

1.1 PACAS Overview

ATM systems are complex systepfssystems that are managed via a layered architectural model,
which includes operational, organisational, aedhnical layers to ease handling complexity. Due to
strong interdependencies in an ATM system, any change introduced in any of these layers might
trigger changes both within the same layer and in the other layers. Understanding all possible
consequences foa design decision in ATM systems is a challenge due to the complexity of these
systems and the existence of tight interdependencies within the ATM architecture. A careful
consideration of possible changes together with their implications on the entifd &ystem is
crucial to support decisiemaking, while making sure that the ATM system does not suffer from any
issues with respect to functionality, safety, security, performance, cost efficiency, or other desired
characteristics of a weflinctioning ATMsystem.

ATM Domain Stakeholders Group A
Busmess Stakeholder Org. Slakeholder Secunty der Safety
N/ X
é” Iti-vi Economic Organizational Security Safety H
£ mufti-objecve View View View View K
4 g
~_— /|8
o
i1 3 g
<
N
Interfaces . . . . . . - . “g’r
Gamification S
] ] L ] 5
Functional
(Operational, Service, and
System Layers) v

<: Change impact propagation :>

Figurel: Multi-view multi-objective gamified participatory design process for ATM architectural change management

PACAS is about supporting change management in ATM systems from an architectural point of view,
relying on the endo-end inclusion of ATM domain stakeholders through gamification. The project
constructs a platform that facilitates understanding, modellargl analysis of changes in the ATM
system at different layers of abstraction. The approach to finding optimal solutions is based on a

8 ©2016 University of Trento, Deep Blue, SINTEF, Utrecht University. All righ’ Founding Members
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novel participatory design process to handle change management. The process relies on the
provision of multiple views (taccommodate the expertise of the various domain stakeholders), as
well as the representation and analysis of multiple objectives, nhamely those related to economical,
organizational, secuft and safety concerngigurel).

1.2 Relationship with other deliverables

Whereas this deliverable is part of a work package (WP3) concerned with what models should
represent visually and semantically, its contentodld be seen in relation with WP2 which
investigates how these models are created, and by whom. This document hence relates closely to the
PACAS deliverable2.1 Gap analysis of existing work in lasgale systems desigand the first
PACAS platform relsa in D2.2. The definition of the preof-concept takes in input the
requirements defined ilD3.1 Gap analysis of existing modelling methodologies for the ATM domain
and requirements elicitatiarin addition,D5.1 Concept, Scenarios and Validation Baf relevance

for more background and illustration of the PACAS notation. Finally, the different PACAS perspectives
(and their corresponding views) will take advantage of the reasoning techniques identifizl in

Gap analysis of existing reasoning heiues and requirements for the ATM participatory
architectural desigto understand the impacts changes in one perspective have on the others.

We refer and relate to the requirements identified for the PACAS Platform in &#211D3.1 as
relevant to WP3Specifically, we use the following conventi&2.xrefers to requirements in D2.1,
while R3.x refers to requirements in D3wlhere x is the requirement identification number stated in
D2.1 and D3.1 respectivelyln particular, the deliverable makes pregs onthe following
requirements

Tablel: Progress made in this deliverable with respect to relevant requirements.

ID& Title Progress in D3.2

R2.2. The PACAS modelling langua¢ Highlights from mdelled inputshall be relatedo SESAF
shall comply with standards anc qualitiesto be considered solutions for the change iss
terminology:. see&ection2.1.

R3.1. The PACAS modellingpproach Fourmodelling views are describedth detailin Section3
shall support multiple views. and implemented by the platform in Sectidn

R3.2. The PACAS modelling approe The analyses are enabled throughuilding formal
shall support analysis of models usi relationshipsn two layers, se&ection2.1.
different languages.

R3.4. The PACAS modelling approe A shared model is proposed $zction 2.1 to facilitate the
shall integrate models on a common le\ integration of modeldetween actors
of abstraction.

R3.6. The PACAS modelling approe Traceability for editing models iachieved through the
shall assist users in discovering chan
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to the model made bythers. modelling platform, described igection4.

R3.9. The PACAS modelling approe This is enabled througkstablishingelationships between
shall integrate environmental factors all inputsin the shared model, segection2.1
external to stakeholder views.

R3.10. The PACAS modelling approe Fault tree analysis (FTATSnl, BSC and BIM are initial
shall support known concepts ar supported as modelling languages, Seetion3.

modelling languages from the AT

domain.

R3.11. The PACAS modelling approc Models are decoupled from the decision layso that
shall allow analysis of alternativ several models can be proposed as alteiveatsolutions,
outcomes of a change. see principles ilgection2.2.

R3.14. The PACAS modelling approe This is achieved through the langeaggnostic way tc
shall allow technical concepts to be inpt integrate modelswith building a shared model for change
see&ction2.2.

R3.15. The PACAS modelling approe Meta informationfor all models will besupportedin the
shall facilitate a common undestding shared model layer, segction2.2
of models.

1.3 Structure of this document

This document is structured as follows:

Section2 presents the PACAS modelliagproach, where we show the common model used to
facilitate modelling and collaboration between different experts involved in PACAS

Section3 presents different notations (languages) to represent the perspectives of the different
domain experts namely the economic and organizational perspectives, the security and safety
perspectives

Sectiond shows thefirst release of thenodellingproof-of-concept where the four PACAS views are
implemented and an initial set of modelling natats for each is supported.

Finally, Sectiorb concludes the deliverable by providing a discussion on the modelling jofeof
concept and making some remarks on the next steps.

10  ©2016 University of Trento, Deep Blue, SINTEF, Utrecht University. All righ’ Founding Members
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2 The PACAS modelling approach

This chaptepresents the PACASodellingapproach which consists of two parts: the shared model
(Section2.1) and the specific views supporting the modelling of the four PACAS perspectives (Section
2.2defines the principles, while Secti@mprovides details for each view).

2.1 The shared model

An essentialneed of PACASs to enable collaboration between experts who each need to express
their input on a change issue. Thiseds to be done in a wdlat is familiar to each of them, using a
language whichallows themto express theirperspective on the change issum D3.1 we have
defined several requirements to deal with this challengéhich we consider in Sectichl.1to
design the shared model. The meataodel that represents the concept types in the shared model is
presented and described in Secti@nil.2 while we illustrate the shared model on an example in
Section2.1.3

2.1.1 Requirements and design of the shared model

A funcamental idea and requirement is for the PACAS modelling approach to support multiple views
of the model R3.1), including views for security, safety, organisagiicand economicaaspects This

is achieved througlgraphicalmodelling languages which are sitgibed in Sectio® below. R3.2, on

the other hand, requires support for analysis of all aspects of a change, even if the modelled input is
done using different madelling languages. This includes also environmental factors external to the
expera mains R3.9), as well as technical concep®({4). In order to allow such integration to
happen, and further to facilitate a common understanding of modessls), R3.4 was decided on to

put in place a common level of abstraction. This common level of abstraction is the shared model we
describe in this section.

There are two main approaches to building a shared model, based on compatible relationships
between aspectsepresented in the individual viewShere are opportunities and challenges related

to both approaches. However, in PACAS, we don't have to choose one over the; atikeerather

follow a path to combine the best of bath

1. On a levebbovethe modelled viewsadding metanformation about the models on a level
of abstraction which can be comprehended by all stakeholders, regardless of expertise

Founding Members ©2016 University of Trento, Deep Blue, SINTEF, Utrecht University. Al 11
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2. On a levebelow the modelled concepts, i.econnecting modelled concepts incammon
meta-model, both with respetto general language elements as well as knowledge entities in
the problem domain.

On the one hand, since our change process is participatory, we naturally stekgholdersto
participate ¢ and the gamification aspects wilklp drivingsuch participation. However, we cannot
simply add gamification mechanisms without any underlying meanimgiead we can harness
people's effort spent in building farrelationshipsin a shared modedbovethe views as a vehicle for
gamification¢ and \ce versa. This part of the process is what should indeed make the process
participatory. Hence when participants collaborate in creating a shared maa@bvethe individual
views,the gamified approacmakes this aewardingeffort rather than feeling ke additional work

On the other hand, modelled concepts related to a change are somehow interrelated to each other,
regardless of which stakeholder view they are modelled in. This happens because a model should
reflect either an ads situation, or a podisle to-be situation, and the individual views only serve to
deal with different¢ specialised; perspectives on the same situation.

2.1.2 Meta-model of the shared model

The metamodelshown inFigure2 relatesthe most important concepts that characterize the shared
model for ATM participatory change management in the PACAS project. The central idea is that
discussion takes place arourthange issueswhich should be investigated in order to identify
effective solutions While doing so, we introduce auxiliary concepts that are elaborated in the
following paragraphs.

12 ©2016 University of Trento, Deep Blue, SINTEF, Utrecht University. All righ’ Founding Members
reserved. Licensed to the SESAR Joint Undertaking under conditions. *

EUROPEAN UNION  EUROCONTROL



D3.2¢ FIRST RELEASE ORVIBIEELLING PROOFCONCEPT

SESAR 44’

JOINT UNDERTAKING

£ domainPropertyRefinement

Change Issue ——coversDomainProperty—p»s Domain Property

f ? | aspectRefinement

Quality Decision Point  {-relatesToAspect—ipm» Aspect

addresses
hasimpact 1

Solution

Stakeholder

AS-IS Solution TO-BE Solution

Figure2: Meta-model for change management

Aspect a particular quality of a thing as a whole (in PACAS, the thing is the ATM system). Four
aspects that PACAS focuses on are security, safety, business, and organization. Aspects can be
refined into other aspects througaspectRefinementelationship, whichcreates a hierarchy among
aspects For instance, security could be broken down into the CIA triad: confidentiality, integrity, and
availability.

Domain property a quality that partitions the studied domain into sdlomains based on its value.

For example consider the domain of the European air space: a domain property coubdungry,

which can be used to define multiple sdbmains: the air spaces of Italy, Norway, the Netherlands,

etc. A domain property can also be refined into other domain prop&rie a dzOK [T O2y (A
NB 32 §2 dzy (i NdBmaidRrdpertiiRiéfiementlationship.

Change Issue, decision point, qualith change issués the topic of discussion of the participatory
change management process. The change issue focuses orr omer® aspect such as safety and
security. Similarly, the scope of a change issue is set by the domain properties it has, such as the
Benelux region. Change issues are discussed to improve upon the curre)tdiigation. The areas

of improvement arddentified asqualities A quality can be a quantified goal such as tripling the air
space capacity or a qualitativeoft goal such as improving the security of the communication
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channels. The improvements are introduced by changing the asguation wih the to-be solutions

at the decision pointsA decision point is a concrete issue for which a solution must be devised. For
SEFYLX ST adGKS ydzYoSNJ 2F AN NI FFAO O2y(iNRff SN
stakeholders must take a decisioBach of these three concepts (change issdegision point,

quality) is illustrated on an example later in Sectibh.3

Solutiort it addresses one or more decision points with an impact on the qualities. FHe gdhution
represents the current state of a decision point whereas éBE®olution is devised drevaluated by

the stakeholders as part of the participatory change management process in order to improve
qualities, i.e., it is expected to have a positive impact. Typically, the participants in the decision
making process will consider multiple -BE stutions and choose the best one (with respect to
optimizing the qualities that are considered).

Stakeholder each participant of the change management process is captured as a stakeholder. A
stakeholder can be a specific person, a group of people, orsituition. As the metamodel shows,
stakeholders play an important role by expressing the impact of a given solution on a certain quality.
C2NJ SEFYLX Sz 2yS adGl18K2t RSN YIé FAYR | 3IAQSy
OF LI OA G & &her stak€Holtle maly §ihd@ the very same solution to have a negative impact on

the same quality

2.1.3 lllustration on an example

We illustrate the shared model with an excerpt from the PACAS scenario that is fully described in
Deliverable 5.1.

Change IssueThe change issue discussed in the scenario is the introduction of sectorless air traffic
management in Europe. Among many others, the change issue concerns the security, safety,
economic and organizatioal aspects

Quality: Any change introduced to the RTsystem would have an impact on the existing system.
During the decision making process, the participating stakeholders focus on certain qualities, and
discuss the impact of the proposed solutions on these specific qualities. For this illustrative @xampl
jdz t AGASE NBtIF GSR idriple cagadty Xavok Yiahdverds JircrdzSe shfétyS  «
factoré Zincréase security factér>reduce flight costs > IrefiuRe efivironmental impact® ¢ KS
stakeholder who initiates the change issue decides whipbects are related to what qualities. For
SEl YLfeduG environmental impact Kécénomic and organizational aspectsd ! @2 A R
handovers = 2y (i K Sspand & SinJadpectfFadIE2 summarizes how qualities are related

to aspects, where a checkmark represents a relation between a quality and an aspect.
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Table2: An example table of qualities and aspects

Safety Security Economic Organization

Triple capacity V V V V
Avoid handovers V V V V
Increase safety V

Increase security V

Reduce flight costs V V
Reduce environmental impact V V

Decision Point Change issues are very broad and they shall be refimextder to be effectively
approached by the participants in the decisioraking process. These more granular and concrete
parts of change issues are called decision points. In the PACAS scerastakétholders focus on
four decision points for the introduction of the sectorless air traffic management, which are

9 Scale: should sectorless be deployed throughout Europe or only in selected regions?
1 Adequate flight phase: takeff, landing, descenttc.

9 Hight level: any flight level, FL 380 and abate,

9 Number of flight per air traffic controller

For each of these decision points, actionable solutions are proposed and discussed during the change
management process.

Table3: Example representation of a decision point, quality, and solutions

Quality: Increase Safety

Decision Point Solution Positive Neutral Negative

380 and above |V

360 to 380 vV

Flight
level

Below 360 V

Solutiont A solution is an actionable decision for at least one decision point. Each solution may have
a positive, negative or neutral impact on qualities. The impacts of the solutions on qualities are
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analysed, discussed, and decided by the stakeholders metiicg to the decision making process.
The details of the decision making process will be provided in D2al3e3 of the solutions for the

decision LJ2 A fiight lavet = |y R (G KSANJ A Y Lihc@ésa safe#/ Tapiuke$S thdj dzi £ A
NEBLINBaASY(GlGA2y 2F GKS pltkdzeh2 yiay F 2NK SKE RBIOAGHK 2
dincrease safety @

Stakeholder The stakeholders who participatin the change management process make their
contributions throughout the process for the selection of decision points and the qualities. They also
propose solutions and analyse and discuss solutions proposed by the others. Stakeholders may
represent thei institution, may participate as an expert for any of the four aspects, or as a
representative of a region or a country

Change management is an incremental and iterative process where the solution proposals are
analysed, reviewed, and improved along tpeocess. We envisiom process that encourages
creativitywith a diamond modelin this model, the first step is the divergence stdpring which the
playersfreely propose solutionsDuring the second step, which is the convergestep,the players
focus on evaludhgthe proposal and reaéhg an agreement for the solutioto be implementedThe
decision making process will be supported by the automated reasoning techniguudied to the
individual perspectives, as well as intéew reasoning to idetifiy missing conceptand relations,
multi-objective optimization, and reasoning techniquis identify semantic similarityamong the
perspectives and between the perspectives and the reference ATM mdbdl4 lays the ground for
these analysis techniqueshhe details of thehange management process will be presented in D2.3
and thespecificreasoning techniques will be identifieshd explained in D4.2.

2.2 The specific viewsprinciples

The PACAS envisioned solution to using a shared common modatilitate the interaction of
several stakeholders with different expertise in making a itavg decision, is intended to be a
general one. That jglifferent modelling notations could be supported and integratadt only to
foster the adoption of PACABut also tohave an extensible approacur provided solutionis
intended to beat the conceptual level, to lay down the path for the development of extensions also
from a technical point of view.

However, even at the conceptual level, there are somellehges we need to face to provide
adequate guidelineand principles

- There are different views and different languages to accommodate the various areas of
expertise involvedR3.1 andR3.2, seeTablel). It is therefore important to establish at which
levelof abstractionthese different actors are communicating and interact{Rg.4).

- Since the PACAS modelling approach should support distributedlimgdg@s per B5), t is
important to ensure consistency among the differeersions of the same model and among
differentviews.This is important to comply with3®6 too.

- The candidate languages should support the representation of change issuas amdlysis
of alternative decision pointé3.11), to be in line with the PACAS approach.

- The results of gap analysis in D3.1, have emphasised the factdhallrareas of expertise
necessarily make use of diagrammatic models to analyse a proposedecharherefore, it is
important to explorethe use of tabular representations or other notatioas opposed tdhe
use of a graphical modébiven the different notations, it is important to facilitate a common
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understanding and interpretation of model&3.15), for which the shared model lays the
ground

Founding Members ©2016 University of Trento, Deep Blue, SINTEF, Utrecht University. Al 17
reserved. Licensed to the SESAR Joint Undertaking under coni

*
* *

* *
* gk

O

EUROPEAN UNION ~ EUROCONTROL



EDITION 00.01.00

3 PACAS delling perspectives

PACAS consideo$ particular importance the active participation stakeholder experts to include in

the modelling process. Each expert analyses a change issue fromrepegteve, and therefore in
PACAS we support a muliew modelling approach. This section presents the modelling concepts of
relevance to each of these perspectives, showing their application within the ATM domain with the
help of the PACAS scenario.

Note that differently from the security and safety perspectives, economic and organisational
perspectives are highly interconnectadterms of the expertise needed and the expert roles dealing
with these aspects. Nevertheles® our proofof-concept these aspectsare representedand
analysedn distinct views.

In the following, we describe the languages selected for each perspective, while illustrating their
concepts and providing excerpt modéts the PACAS scenariavhere the current details allow.it

3.1 Safety

The analysis in D3.$ection 2.3.2 and the results from the first validation workshop in Rome
concluded that fault tree analysi§-TA)is the best representative exampléo support as a
native/default languagdan the PACAS modelling preoffconceptfor the safety perspective. This is in
line withrequirementWP3R10 (se@ablel).

Fault tree analysis is degd as a highly recommended technique according to EN 50129 and be used
as part of the argumentation faffects of faultsaspect of technical safety and as such contributes to
the safetyreasoning. The analysis has been described in detail in D3.182@i@. Here we limit
ourselves to the modelling elements used for the creation of a fault tree.

The creation of a fault tree starts with the definition of andesired eventwhichis resolved into its
immediate causesThis resolution of events contiea until basic causes are identified

A logical diagram calledfault tree is constructed showing the logical event relationships

FTA is a useful tool essesiga proposed design change for its reliability or saféigure3 shows
an excerpt of the fault tree for the PACAS scenario, in which the different levels of unification are
analysed, namely sector unification at 380 and above, from 36@B@& &nd below 360. The safety

'The complete description of the current version of fR@CAS scenario can be found in D5.1.
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analysis shows that the first option is the safest, when the aircraft is on cruise and flights are
transiting say Germany only. In the second case many bypass and separation manoeuvres take place,
and finally in the third casgbelow 360) a huge variety of vertical manoeuvers make the airspace very
complex to predict, and thus may lead to an increased number of collisions.

Increased airspace
complexity, unpredictability
(Compromised safety)

[catastrophic]

[minor] [moderate] [moderate] [major]
™~ ™~
Elights transitin Increased no of Increased na of Huge variety of
Flights on cruise 9 DE onl 9 separation separation vertical
[Certain] [Likel i" manoeuvers manoeuvers manoeuvers
Y [Possible] [Likely] [Likely]

sector
unification

from 360 to

380

sector sector
unification

below 360

Figure3: An excerpt of the safety model for the PACAS scenario

Given that FTA is one of the notations widely used in ATM and already approved by the AB members,
we do not envisage any changes or customizations to take place faethisique used in the safety
perspective.

3.2 Security

Our analysisn D2.1 has categoezl ATM systems as complex set@ohnical systems. Therefore,
from the varioussecuritymodelling approachediscussedn D3.1 Section 2.3.2 we have chosethe

STS security methdd], and in particular ST8I as the defaulimodellinglanguage for the security
perspective. ST&ptures the very socitechnical nature of ATMystems, and st importantly, it
allows capturing interdependencies between the various involved parties and subsystems, while
considering security issues over interactions.

Specifically,STS[1] is a tootsupported security requirements engineering method for designing
sociotechnical systems. The method is mothelsed. Models are created using the Sebezhnical
Security modelling language (ST and the ST$oof, which allows the constructioof models by

% http://www.sts-tool.eu/

Founding Members ©2016 University of Trento, Deep Blue, SINTEF, Utrecht University. Al 19

reserved. Licensed to the SESAR Joint Undertaking under coni

*
* *

O

* *
* gk

EUROPEAN UNION ~ EUROCONTROL


http://www.sts-tool.eu/

EDITION 00.01.00

iteratively building three viewssfcial information, andauthorizatior), each focusing on different
aspects of the system diand. Figure4 - Figure6 showan exampleSTSnl model of atravel agency
service which we use for illustrative purposes

The social view(see Figure 4) represents actors as intentional and social entities. Actors are
intentional as they aim to attain their goals, and they are social, for they interact with others by
delegating goals and etxanging documents. Shd supports two types of actors: agentsto
represent concrete participants (e.dob), and rolesg referring to abstract actors (e.gT,ourisd,
used when the actual participant is unknown. Actors may possess documents, theyeawy
modify, or producedocuments while achieving their goals. For instaffagjristwants tohave aTrip
planned for which it needs to botlhave Tickets booke@nd Hotel booked To confirm the latter, it
needs to read the documenD Doc CopySecurity equirements are specified over interactions,
namely goal delegationsand document transmissiond=or exampleTouristdelegates goaTickets
bookedto the travel agency servicd A$ and requiresnonrepudiationof the delegation (see open
padlock sign nexo the delegated goal and the label Non_Rep below the goBigare4). Similarly,

the Tourist transmits the documentTraveling Orderto TAS but has specified no security
requirements on this document transmission (no padlock sign appears).

i
'

'

'

' Flight Ticket Train Ticket

¥ booked booked

'

I 1 T

' Read

'

Produce Threaten
¥

o~
Ticket lost

Flight Ticket

booked

j B
‘

Room selected

1

,
,
1
A
/

\ made ie

e e =
eticket credit card
et © -
:

verified

Read Modi

ﬁ-

Threaten

Read

e Pw:aﬂyd':a"!

$

1D Doc stolen

Figure4: Multi-view modelling with ST the social view

In order to understand what is the informational content of the documents manipulated in the social
view, we move to thenformation view(seeFigure5), which allows specifying information ownership
(via owns relationships among actors and informatjoand gives a structured representation of
actors' information and documents (througtart-of relationship) and how they are interconnected

*We do not provide an ST8| model of the PACAS scenario as the current description does not provide details
on the security perspective.
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(through TangibbeByrelationship). Information can be represented by one or more documents, and
on the other hand one or more information entities can be part of the same document. For instance,
Tourist owns informationpersonal dataand itinerary. Information personal data and is made
tangible by documenfflight tickets Information itinerary contains informationdestination and
schedule since these information entities arpart of information itinerary. The latter is made
tangible by documentravelling Ordewhich cotains documentD Doc Copy

Tan gbhﬁu— - — ——-l(CIm

Figure5: Multi-view modelling with ST& the information view

Finally, theauthorization view(see Figure6) shows the authorizations actors grant to others over
information, specifying which operations they are allowed (prohibited) to do, for which goals (scope),
and whether authorization can be further transferred or not. For instaficeiristauthorizesTASto
read (R shown with the check sign), borohibits productionand transmissionP and T shown with
cross sign) informatiompersonal dataand itinerary in the scope of the godlight ticket booked
granting a transferable authorization (#uorization's arrow line is continuous). The authorization
does neither grant nor prohibit the right to modify the said information. Should no actor transfer any
rights on this operation for the said information to TAS, then the latter does not havegheta
modify them. The specification of prohibitions results in security requirements, suchoas
productionor non-disclosurgboth linked to the security principle of confidentialityjhe reader may
refer to[1] for an exhaustive list of security requirements supported by STS.

'_._.._—' MMEX

i Personal data_enerary

P"“ OF" \ 7 Flight Ticket booked

‘@ qmpn  _@Edo
Part Of [ T
eed ot BEOD (G s | [T s | W

Personal
[ Destination o | Flight Ticket booked
== s =) e —— Hotel booked —

Figure6: Multi-view modelling with ST& the authorization view
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The STS method is powerful and expressive in capturing secegityrements for socigechnical
systems. Nevertheless, its core concepts and relationships, as well as theviswlt@pproach to
modelling may hinder its adoption. Therefore, we considestomizing angimplifying STS to serve
at best the PACAS projedks such we consider theexplicit representation of security goate
represent alternatives. Moreover, we envisagee addition of influence links to understand the
implications and repercussions of a secustternative (decision pointelated to secuty) over the
analysed changean order to understand which alternative maintains or improves secufitysis a
crucialchangefor impactpropagation andanalysis in the development of the reasoning techniques.

3.3 Economic and organizational modelling

In general terms, Organization Theory defines organizations as entibesposed byseveral
individuals with a common goal, achieved pgrforming processes andemploying resources
(economic and financial).oF instance,people work together to produce andistribute goods and
services.

An organizatiordefines its own strategy and plan all the activities and processes that are needed to
pursue the goals. These latter by be achieved by means of two different strategies: one is cost
reduction and the other is fferentiations by innovation[2]. Whatever the strategy is, the
organization has tdind an economic sustainability, namely the business should be profitable in the
medium and long ternmbalancing thecost of consumption andthe creation ofvalue In order to
measure and understand prodibility organizational and economic viewhould be taken into close
consideration.

The economic view is focused on the economic/financial measurement of the organizational
functioning. This view provideinformation about a set of elements such aesstsand revenues,
financial flows, and investmentdn general terms, this information is represented by means of
accounting instrumentgsuch as bookkeeping, annual report, economic/financial report, KR$sa
matter of fact, accounting figures and toolseanormally used to measure and evaluate the
financial/economic performance of an organizatigayingan important role in decision making.

The organizationaView is intended to capture and model the main elements of an organizational
environmentand ther interconnections, including among others strategy, processes, roles, goals,
etc. Modelling the organizational view helps designers to understand strategies and their impacts on
processes, plan changes on activities and take decisions about a chahgérnifrdstructure.

Both economic and organizational views arery much intertwined even ifthe way they are
managed and modelled is quite differedbdeed, while the first focuses on the functioning activities
carried on in the organization, the secomeasure them

3.3.1 Economic modelling

The building blocks ofeconomic modellingare economic/financial elementgoming mainly from
accounting studiesThe two most important tools used to measure all the activities in an
organization arethe balance sheednd the financialstatements Table 3.

In literature there is a huge number of concepts and tools that can be used to measure activities in
companies, san order to reduce complexity, wdecided to focus orthe balance sheet and the
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financialstatemens andintegrate the latter with few other important elements: the concept of goal,
KPI, target and budget (see definitions below). From our expertise in the field, these are the most
used ineconomicperspective. Thus, the list of the maireconomicconceptscomprises:

I Cost An amount of money that has to be paid or spent to obtain or to create something

T Revenue Income that an actor

I Goal economic/financial/operative objective to be achieved

1 KPI set of quantifiable measures that a company uses to gaugerfsrmance over time.

I Target projected level of a financial/leconomic measure (KPI) stated by a decision maker
(managers)

9 Budget estimation of the revenue and expenses over a specified future period of time and is
compiled and reevaluated on a periodibasis

Table 4 showsan example of a financial statement for the PACAS scenario in terms of
expenses and revenues (incomes) of a fictitious airlimepzmy.

Table4: Economic model for the PACAS scenario

EXAMPLE OF INCOME STATEMENT
EXPENSES INCOMES
Operating Costs 2015 2016 Operating Incomes 2015 2016
* Fuel 130.000 130.000 Seat revenue 320.000
320.000
* Aircraft rent 50.000 50.000 Non-seat revenue 35.000
35.000
* Wages, salaries and other 46.000 46.000
* Training 0 0
* Maintenance 21.000 21.000
* Retrofit 0 0
* Landing fees and other rent 27.000 27.000
 Aircraft dry leasing 26.000 26.000
* Depreciation 3.000 3.000
Other costs 20.000 20.000
TOTAL 323.000 323.000 355.000 355.000
Operating income/loss 32.000 32.000

We do not introduce a graphical modelling language for the economic perspective, given the nature
of the elements being analysed. As such, we keep the tabular representation of income statements
and envisage linking this perspectizeKPIs.

As mentioned bhove, the economic view is strongly connected with the organizational one, therefore
we cannot model the two views disjointedly. We need to introduce a tool that enable the
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interconnection between the economic and the organizational views. One of the knosin tools
adopted on this purpose is the Balance Scorecasddescribed in D3.1 Balanc8dorecard (Figure 7)
helpsdecision makers t@pecifyand describe a strategy, plactions and processes, and measure
them. The BSC is made of four perspectivest ttope with different aspects of an organization (for
more detail see D3.1). These are:

Financial Perspective that focuses on financial measures

Customer Perspective that focuses on measuring the success with customers
Internal: Perspective that focusem evaluating efficiency and efficacy of the processes
Learning Perspective that focuses on measuring the capacity to innovate and learn

1
1
1
1

STRATEGY MAP BALANCED SCORECARD ACTION PLAN
m: gg;’g:ﬁﬂﬁ:gfomgt Objectives Measurement Initiative
FINANCIAL Profits & ) Profitability ) Market Value || 130% CAGR |
/' v\ - Grow revenues - Seat Revenue [| 120% CAGR |
| |
| - Fewer planes - Plane Lease Cost || 5% CAGR
o e S de o s o MY [ S i e B i E A B e s S I mnm el
- Flight is on-time I FAA On-Time Amrival || #1 J Qual * XX
Rating ‘ anagement
J Lowest prices ) Customer Ranking | a# Q (F:#stumev Loyalty | | @ $XXX
) ) # Repeat Customers| - 70% ogram
J Attract and retain [ 2 Implement CRM * 0
more customers - # Customers L = {nzc';fg:?mal Sygtam
............................................................ TSSO
J Fast ground J Time On Ground || 30 Minutes ?c{e me * $X0X
turnaround ‘ ptimization
1 On-Time Departure || _190%
.............................................. | I, | | p— —
J Develop the 1 Strategic Job JdYrl-0% - Ground Crew
necessary skills Readlr%less | Yr3 -90% Training ¢ $xx
Yr5-100%
- Develop the support | | 1 Info System || 2100% J Crew Schedulin,
system Availability I Syatem Rollout™ || # SXXX
- Ground crew aligned | | (] Strategic Awareness || 1 100% - Communications | | & $XXX
with strategy Program
1 % Ground Crew - 100% J ESO * XXX
Stockholders
e Total Budget | $XOX |

Figure7: Building the economic and organizational viewshe Balanced Scorecard

Since the BSC is composed by four perspectives we can, on one side consider the learning, internal
and costumer perspectives as dimensions linked to the organization view. On the other side, the
financial perspective is strongly related to the economicwvién this way, the BSC could be
considered as a boundary object between the economic and the organizational views.

3.3.2 Organizational modelling

Modelling the organization and its environment is a complex t&hkce the industrial revolution,
organization gtdies provide very useful insights and tools and theoretical frameworks on the life of
companies and their functioning. Important studies have been conducted on the impact of strategies
on processes and human choices, the impact of strategies on the méhaedt often is called
organizational environment), the motivations of humans at work, decision processes and information
asymmetries in organizational environment, e{8]. On the basis ofthe literature review on

organizational studies, thenodelling langugesreviewed in D3.1 (in particular BIM, see Section
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3.3.2.1below),andthe input received from the AB members (see D5.1), we have come up with a list
of conceptswhich should be considered the building blockshef organizationaView.

f Goali¢t KS 202800 2F | LISNER2YyQak2NAHIYyATFGA2yUE | A

1 KPI: A quantifiable measure used to evaluate the success of an organization, process,
employee, etc. in meeting objectives for performance (in a wide sense)

9 Strategy:A plan of action designed to achieve a ldagm or overall goal/aim

9 Policy:A system of priciples adopted by agents to guide decisions and achieve goals

9 Ciriteria: Principles or standards by which something may be judged or decided

1 Competenceintrinsic ability to perform effectively

1 Motivation: Actor's internal and external factors that stimutatlesire to be interested and
committed to a goal or to make an effort to attain a goal.

9 Strengths:(internal factor) Internal factors that are within the control of the agent and that
give some type of advantage

f  Weaknesses(internal factor) Internal fa@ N&A G KIF G N8B S6AGKAY GKS 3
prevent an organization from reaching some goal

1 Opportunities: (external factor) Elements that are in the environment and may potentially be
successfully exploited

I Threats: (external factor) Elements thaare in the environment and may potentially
represent a risk for it

[da’y

As said, rast of these concepts might be represented through a modelling langsagé, aBIM [4].

While many modelling languages are available (see DBIN, has been chosen abe adequate
modeling languagebecause it allows representing a business in terms of objectives, action plans,
initiatives, processes, risks and metrics. Typically, busimssss want tomake strategic or
operational decisions and then be able to measure how their action plans perform against the
objectives, optimize resource allocation, and manage business risks. Moreover, they want to ask
guestions at the business levelander to support strategic decisiemaking.BIM was indeed created

to support decision making through business modelling and anaBkidevelopment is based on
concepts fromStrategy Mapg6], dynamicSWOT Analysig], Business Motivation ModgB], and

goal modelq9], all approaches considered in D3.1. BIM aims to select a consolidated set of core
concepts useful in strategic decision making (concepts used by managers), while clearly defining
them.

3.3.2.1 An overviewof BIM

BIM supports primitive concepts such as goal, actor, situation and indicator, and it allows the
creation of composite concepts via concdptmingoperations.

Building on SWOT analysis, B&desinto accountSituationg(representing SWOT factonshich may
affect business objectivesBIM schemas are drawn from the point of view of a particular
organization,as suchsituations areinternal or externalto the considered organization. We say that
situations occur For instance, strong economic growth is aeenal situation, while statef-the-art
transaction systems is an internal orsge Figure7. Referring to SWOT factors, the first situation
represents an opportunity for the given organization, while the second a strength.
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Figure7: BIM situations and gols ¢ examples

Goals on the other hand, i@ intentional situations that are desired by the (viewpoint) organization
Goalsin BIMhave aPursuitattribute, indicating whether they are actively being pursuséeFigure
7. For instance, have a worldwide presence and stay competitive are examples of goals.

Tasksare processes or sets of actiowe collectevidencefor/againstthe executionof tasks For
instance, collect interest and credit card transaction are exampléss&b in BIMseeFigure8.

Sl dit International Yearl
d .

| f ectt r;islacc::t?(: conversion @ s,alesy
nieres costs

Figure8: BIM tasks, indicators, entitieg examples

Indicatorslink schema elements to data sourcésternational conversion costs and yearly sales are
examples of indicatorsee Figure8. Theyare used toevallate a situation andneasurea task We
collect strong/weak evidence for or against tperformanceof indicators associatingtarget and
thresholdvalues to an indicatorFor instance, sales volume evaluates the goal to increase sales
volume, and measures increase satEeFigure9.

Figure9: BIM goals, tasks, indicatorg examples
BIM can represent evidence for/against teeistenceof individual entities
1 G9JARSYOS FT2NXKé Aad FyasgSNBR RSLISYRAYy3a 2Y
o0 satisfactionof goals,occurrenceof situations performanceof indicators,executionof
tasks, andexistenceof entities.

1 Use a qualitative evidence scale similar to the satisfaction/denial scale used in goal models
o strong/weak evidence for/against a thing, SF, WF, WA, and SA.

The influencesrelationship is used to repsent the transmission of (un)favourable effects on
situations. From goal modelling, there are four kindinfiiencedinks:

A ++/+ (make/help) link represents strong/partial positive effectemidence
A -/- (break/hurt) link represents strong/partialegative effect
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